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Final Step Grievance

Date: July 26, 2010

To: Dorothy Flaak, Director — Director, Office of Field Operations

The Union is filing this Final Step Grievance in accordance with Article 20 of the bargaining agreement.
It concerns disparate treatment in agency discipline for breaches of passport applicant PIl. The agency’s
actions represent violations of the law, including the Privacy Act, Agency pelicy, and the Mastar
Agreement, including Articles 6 and 24

Background

Passport Services tightened restrictions on the dissemination of application information in a series of
directives issued between 2008 and 2010. These tougher measures were prompted by media reports
that employees had viewed the online passport files of the 2008 presidential candidates without any
work-related need. The agency’s internal controls guide and Passport Data Security Awareneass course
that all Passport employees maintain the confidentiality of information contained in passport

applications.

From March to lune, 2010, the General Accounting Office conducted a second test of Passport Services
fraud capability. GAQ employees submitted a series of passport applications in false identities and using

counterfeit citizenship documents.

Passport Services figured out the sting operationin mid-June. Beginning on or about June 22, the
Agency began distributing a power-point presentation that collected the known GAQ test cases. The
power-point presentation was also presented to groups of Passport Specialists in great detail {in
sessions twice as long as typical fraud training sessions). One of the applications contained in the
presentaticn was that of“ who works for GAQ. Passport Services has determined that the
counterfeit birth certificate format used on all the 2010 GAQ test applications derived from the birth










